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Abstract. Education is a strategic tool; therefore, the study of the potentials of higher education
for ensuring national security is very important, particularly when threats are increasing. The research
objective is to reveal the role of higher education for national security and to present the effective
educational practices related to its securitization. The qualitative methodology was applied (contextual
understanding method, systematic generation of theories, content analysis, interviews, focus groups,
and observations) to gather in-depth information, to examine the contextual factors of securitization,
and to verify the efficiency of educational practices. Over 70 recent scientific works were selected to
evaluate the problem objectively from the point of view of emerging threats. The study was conducted
among 134 participants involved in the field of higher education. It resulted in the analysis of various
approaches to defining higher education in the context of national security; outlining functions of higher
education in peace and war time; and verification of educational practices used to implement
securitization of higher education during the war. The findings showed that securitization of higher
education may be implemented due to the following educational practices: Science, Technology,
Engineering, and Mathematics education, strategic talent development, Research and Development,
international collaboration, crisis response training, national security scholarships, simulation-based
learning, Virtual Reality and Augmented Reality, cybersecurity training, online learning, remote
training, Big Data, e-learning, secure communication, drone technology training, machine learning and
artificial intelligence. The outcomes can be applied within the educational institutions to improve the
educational process and enhance national security.

Keywords: human capital development, functions, innovative technologies, securitization, skills
and expertise, globalization of education.

Introduction

Today, every state is facing the important task - to ensure national security. Its activity,
therefore, is aimed at realization of national idea, protection of national interests, human rights
and freedoms. Understandably, the humanity pays the special attention towards formation and
ensuring national security considering the existing challenges and globalization tendencies.
The strategy of national security of Ukraine (Verkhovna Rada of Ukraine, 2020) recognizes
education as a significant component of national security system and emphasizes the need for
integral human development, formation of universal values and essential competencies,
enrichment of cultural potential of Ukrainian people, providing the sustainable development of
Ukraine.

Currently, in the modern world, it is increasingly clear that education is one of the most
important strategic resources or an effective tool for solving a number of global problems. Also,
education is considered to be the main condition for realizing economic, political, and social
transformations since well-educated individuals form human capital that is a driving power for
innovative development of society, its digitalization (Kholiavko et al., 2022), and knowledge-
based economy showing the significance of knowledge and technology in the economy
(Aramaki et al., 2023; Aparicio et al,, 2023). Also, some recent findings describe harnessing
education for a common future vision of the world and as a major factor that is able to deal with
the sustainability crisis (Cai & Wolff, 2023; Kioupi & Voulvoulis, 2022).
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The special attention is drawn towards education during the war. The hostilities destroy
not only people’s lives, buildings, or infrastructure, but bring political and economic instability,
food insecurity, energy crisis. The full-scale Russian invasion against Ukraine caused significant
material and physical costs to the system of education (Bondarenko, 2022; Iliichuk, 2023;
Nychkalo et al.,, 2022), in particular damaged facilities of educational institutions, loss of human
resources, decrease in the number of students. Introducing the martial law affected education
significantly and led to a number of managerial, methodological and institutional changes
(Marchenko, 2023). At the same time, during wartime the scholars stress upon the existence of
a number of tendencies related to higher education such as the resilience of education system,
facilitation of international cooperation in the sphere of education and science (Nychkalo et al.,
2022) and implementation of socially oriented learning (Vovchenko, 2023). Budnyk,
Kushniruk, Tsybulko, Shevchenko, Fomin, & Konovalchuk (2022) insist that emergencies affect
higher education and facilitate the modernization of methodological framework through
implementation of innovative teaching technologies. Other tendencies include extensive use of
e-learning (Galynska & Bilous, 2022; Sherman et al., 2022), artificial intelligence (Al) and
machine learning (Chmyr & Bhinder, 2023).

It was found out that higher education serves both immediate and long-term purposes
during times of war. The established system ensures the continuity of education (Hurtt et al,,
2023), provides psychological and social support for individuals affected by the trauma of war
(Kot & Lytvychenko, 2022), creates a sense of normality, routine, and social interaction for both
pedagogical staff and students (Taka, 2023). Galynska & Bilous (2022) state that education
serve as emergency response efforts during war providing immediate and essential knowledge
and skills for affected populations, including displaced individuals. According to Hsieh (2020),
education contributes to preserving cultural identity and heritage during times of war
incorporating cultural elements into the curriculum. Importantly, education is a powerful tool
for promoting peace and tolerance, and the curricula oriented towards conflict resolution,
human rights, and cross-cultural communication contribute to building a more peaceful post-
war society (Betsas & Charalambous, 2023; Hajdari et al., 2024; Lugovyi et al., 2023).

These findings support the suggestion that higher education plays an important role and
contributes to ensuring national security significantly. And as for Ukraine, higher education
helps maintain national stability and strengthen country’s defense capabilities. This requires
in-depth analysis of the place of higher education in the system of national security and its role
for increasing economic growth, building sustainability, development of the defense industry,
and crisis response.

Research Problem

Fakai, Namagare, Abdullahi, & Dabai (2023) stress that education is the most important
internal determinant of national security since educational policy is to provide all citizens with
the knowledge access, an opportunity to participate in the community growth. Obviously,
education is responsible for formation of moral personality (Kokhan, 2019). Other findings
show that it is responsible for building of patriotism (Naida eta 1., 2023). In addition, national
identity is highly affected by education and can be formed within the educational process
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(Hsieh, 2020; Matafora et al., 2021). Carden, ., Jones, R.]., & Passmore, ]. (2022) directly connect
education and self-awareness among the members of the society. And this is especially
important at a time when there are wars, economic crises, political instability, and inter-
cultural conflicts. When the concepts like risk, armed conflict, and crisis have rapidly grown,
they have also cemented their place in higher education affecting interdisciplinary studies and
training of future professionals (Pursiainen et al.,, 2022). At the same time, the main features of
higher education accessibility, openness, interculturalism, and technological innovation which
contribute to enhancement of national security in a country significantly (Semenog, 2020).

In the context of national security, a well-developed education system cultivates skilled
and knowledgeable professionals who are able to face the challenges of the modern world
(Chankseliani et al., 2021; Cheng, 2021). Education is responsible for the development of skills,
knowledge, abilities, and universal values that individuals bring to the economic and productive
activities within the society (Kornelakis & Petrakaki, 2020), including technological proficiency,
critical thinking, and readiness for innovation. Also, education contributes to the formation of
healthy national self-awareness and civic culture, and involves the commitment to democratic
values (Siedschlag, 2022). Obviously, that empowering human capital addresses security
challenges, strengthens nation’s economic stability and innovation capacities (Kholiavko et al.,
2022), maintains military strength and cybersecurity (Fouad, 2021; Ulven & Wangen, 2021).
Education also plays a role in promoting social cohesion and a shared national identity,
fostering a sense of responsibility and civic engagement (Matafora et al., 2021).

Research Focus

Taking the literature review into consideration, it has become obvious that the research
focused upon the study of the role of higher education for ensuring national security in Ukraine
is important since it reflects complex and interconnected nature between education and
security in the country. Moreover, it must reveal the possibilities of education system to
enhance economic growth, political and social stability in the country, and contributes
significantly to the development of a skilled and knowledgeable workforce necessary for post-
war restoration. To outline the strengths of higher education accurately means to decide on a
comprehensive perspective on the positive impact that the institutions of higher education can
have on individuals, communities, and the whole nation, in particular in emergency context.
Moreover, the study is oriented towards modernization of education system, implementation
of best educational practices within the Ukrainian institutions of higher education, and
improvement of the quality of education and research that will be important during the difficult
postwar period.

Research Aim and Research Questions

The aim of the research is to reveal the potentials of higher education in enhancement of
national security in Ukraine and to present the effective educational practices related to
strengthening of national security.

To achieve the aim of the research, the following research questions are addressed:
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1) How is higher education is defined in the context of national security in Ukraine?

2) What functions does higher education perform to ensure national security in the
Ukrainian society? Are they different in peace and war time?

3) What educational practices are applied to ensure national security, in particular
to implement securitization of higher education during the war?

Literature Review

The category of security has been one of the most widely used describing the organization and
functioning of social life and state administration. According to Wyrebek (2022), security refers to the
primary, existential and supreme value of individuals guaranteeing their survival and development.
Security being a philosophical category concerns the protection of nation, humanity, individual, and
family (Kryvyzyuk et al., 2021). Actually, it is related to safeguarding individuals from any damage or
harm. In addition, security means the stability and well-being of a nation in economic, political, social,
environmental, and information dimensions (Branowicki, 2023). A broader concept deals with the
protection of a nation’s sovereignty and citizens’ interests from external and internal threats (Nyman,
2023). In this view, national security involves a combination of military, political, economic, and social
measures to respond to potential risks (Hirsch Ballin et al., 2020). National security often involves the
protection of a country’s sovereignty and territorial integrity through military means (Nyman, 2023;
Wyrebek, 2022).

According to the existing legislation of Ukraine, since the development of human capital is
recognized as a priority of state interests, education is unquestionably an important notion that
provides socio-economic, technological, cultural enhancement of community (Verkhovna Rada of
Ukraine, 2020). Therefore, to build sustainable and dynamic economic growth it is necessary, among
other things, to modernize education system, create favourable conditions for development of education
and science, reconstruct research infrastructure, stimulate innovations and implement innovative
technologies, in particular in the sphere of defense and security (Branowicki, 2023; Novytskyi et al,
2022).

The literature review shows that higher education is determined as a multidimensional concept
that covers human capital growth, generating new knowledge, technologies, and solutions facilitating
economic growth and competitiveness (Chankseliani et al., 2021; Cai & Wolff, 2023; Vodolaskova, 2021).
Recent findings show that education is a major instrument for the transmission of cultural values, norms
(Nakata & Takezawa, 2023; Pedroso et al.,, 2023), knowledge and essential skills (Cheng, 2021). At the
same time, education facilitates social integration and contributes to socialization (Reindl et al., 2022),
and fosters a sense of national identity among country’s citizens (Hsieh, 2020; Matafora et al., 2021).
Education also increases social order, reinforces established system of rules, and promotes the building
of law-based society (Dong & Zeb, 2022; Vodolaskova, 2021). Some findings show that education
enhances the economic development and social stability (Bing, 2023; Cai & Wolff, 2023).

By addressing issues such as terrorism and radicalization, education helps form inter-religious
literacy as well as increase tolerance, diversity, and a balanced understanding of different cultures and
ideologies (Ali et al., 2021; Winter et al., 2022), and so prevent internal conflicts that could undermine
national security. Additionally, a strong educational system furnishes global competitiveness that
involves a nation’s capacity to participate effectively in the global economy, compete with other
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countries, and sustain economic growth (Krsti¢ et al., 2020). Also, it smooths diplomatic influence and
effective international relations promoting national interests and building partnership to enhance the
economic, security, and geopolitical positions (Hajdari et al., 2024).

It is worth mentioning that a strong educational system is linked to economic stability and
prosperity, and resulted in enhancement of a nation’s ability to invest in defense and infrastructure
(Branowicki, 2023). According to Ashwin (2022), Weda, Rahman, Samad, Gunawan, & Fitriani (2022),
education contributes to social harmony and reduces the internal conflicts. Liwang, Andersson, Bang,
Malmio, & Tarnholm (2023) state that education is essential for adapting to new technological
advancements that, in turn, facilitate development of military capabilities, cyber defenses, and
intelligence capabilities. Also, education is beneficial for public health system since it raises awareness
about healthcare practices, disease prevention, and emergency response (Alam et al., 2022; Brown et
al,, 2022), and thus forms healthy population that is more resilient to changes and stress. Now it is
increasingly clear that higher education enhances national security through training of future
professionals, formation of values and norms, spreading democratic ideas, and fostering a sense of
national identity among the country’s citizens.

Materials and Methods

To answer the research questions, the qualitative methods, in particular contextual understanding
method, systematic generation of theories, content analysis, interviews, focus groups, and observations,
were applied to explore, understand, and interpret the complex social category of higher education in
the context of national security and implementation of its securitization in Ukraine during wartime since
institutions of higher education and their activities become closely connected with national security
concerns and considerations. In such circumstances, higher education has become not only a means of
personal and social development but also as a strategic asset that can impact country’s defensing
possibilities and resilience during the conflict significantly. Such methodology provided the information
with effective tools to reveal all the visions and to understand the educational phenomena deeply.

Besides, thematic analysis, both inductive and deductive, was involved to identify, analyze, and
report the patterns related to higher education and its role in ensuring national security. It was also
used to interpret the narrative-based data collected through interviews, focus groups, or observations.
Content analysis was applied to interpret the findings collected during interviews or from
documentations. Contextual understanding referred to the assessment of the data in the broader context
where the phenomenon exists. In the context of the research, contextual understanding contributed to
the analysis of existing and potential educational practices aimed at implementation of securitization of
higher education. And systematic generation of theories helped to develop new educational practices
based on the systematic analysis of the role of higher education in ensuring national security. Finally,
visual and discourse analyses were introduced to interpret the data collected during online interviews,
non-participant and focused observations.

The study was conducted among 134 participants on the principles of anonymity and voluntary
participation the provisions of the Code of Ethics clarifying the expectations for ethical behaviour, the
consequences for violations, and the algorithm for reporting unethical behaviour. All the participants
were involved in the field of higher education of Ukraine. They represent different groups of
stakeholders shaping the policies, practices, and outcomes of educational institutions. Particularly, they
included students, students’ parents, pedagogical and scientific staff, institutions’ administrators, and
research fellows. Also, the research engaged employees of departments of education and science of the
regional state administrations, representatives of education-related non-profit organizations, education
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technology providers that are responsible for support of technology solutions within the educational
environment, representative of international organizations providing support, expertise, and resources
to address various challenges and enhance the quality of higher education, and potential employers of
graduates in the industry and business. The participants were informed about the survey; they were
explained the research objectives and the procedure of data collection and analysis. All of them
participated in the survey voluntarily. Table 1 describes the categories of research participants.

Table 1. The categories of research participants

Category \ Number of participants
Students 36
Students’ parents 7
Pedagogical and scientific staff 42
Research fellows 14
Institution administrators 10
Employees of the departments of education and science 5
Representatives of education-related non-profit 6
organizations
Education technology providers 4
Representative of international organizations 2
Potential employers of graduates in the industry and 8
business
TOTALLY 134

Source: based on the survey results.

[t is necessary to mention that the research participants represented western, southern, central,
and eastern oblasts of Ukraine. Table 2 shows the number of participants by oblasts.

Table 2. The number of participants by oblasts
Oblast \ Number of participants \

Western Ukraine
Lviv 17
Rivne 19
Khmelnytskyi 20
Southern UKkraine
Odesa 13
Central Ukraine
Kyiv 23
Vinnytsia 15
Zhytomyr 9
Eastern Ukraine
Kharkiv 11
Dnipropetrovsk (city of Kryvyi Rih) 7
TOTALLY 134

Source: based on the survey results.

The evaluation of the role of higher education in ensuring national security involves several stages
oriented towards data collection, analysis of outcomes, and drawing the conclusions regarding the
peculiarities of securitization of higher education in Ukraine during wartime and description of the
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existing and potential educational practices that can be applied for its implementation. The research
was conducted between March-November, 2023.

Interviews, focus groups, and observations contributed to exploration of the research problem
gathering in-depth information about this particular issue or phenomenon and to gain a deeper
understanding of their attitudes, beliefs, and behaviours towards higher education as a condition of
enhancement of national security. To examine the contextual factors of securitization of higher
education in Ukraine contextual understanding method, systematic generation of theories, and content
analysis were used. Figure 1 shows the usage of qualitative methods to answer the research questions.

contextual
understanding

content analysis focus groups

unstructured structured contextual
interview interview understanding
narrative examination of L .
. . . online interview
interview documentation
thematic non-participant
analysis observation

focused
observation

systematic
generation of
theories

Figure 1. The usage of qualitative methods to answer the research questions
Source: authors’ own development.

To analyse the qualitative data, the thematic analysis techniques, content analysis, contextual
understanding, and systematic generation of theories were applied. Also, some elements of visual
analysis and discourse analysis were used. The survey outcomes were used to provide different
approaches to defining the phenomenon of higher education in the context of national security in
Ukraine, to outline the functions which higher education perform to ensure national security in the
Ukrainian society in peace and war time. And to present effective educational practices for
implementation of securitization of higher education in Ukraine. The findings may contribute to
protection of national interests, maintenance of social and political stability, and promotion of long-term
prosperity in the country.
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Results

Definitions of higher education in the context of national security in Ukraine

The participants of the survey provided different approaches to defining higher education in the
context of national security. Mostly, their understanding of higher education as a tool for ensuring
national security in a country was connected with their expectations and personal involvement in the
education system. Accordingly, students were concentrated upon professional and personal
development, pedagogical and scientific staff considered education as the process of formation of
professional competencies and its impact upon social progress. And potential employers regarded
higher education as catalyst for entrepreneurship and innovation. Table 3 summarizes the definitions
related to higher education in the context of national security in Ukraine.

Table 3. The summary of definitions of higher education in the context of national security

Participants Definitions of higher education
Students 1) professional and personal development;
2) preparation to future work in a global world.

Students’ parents 1) preparing individuals for specific careers and occupations,
formation of practical knowledge and skills relevant to
future professional activity;

2) improvement of students’ socioeconomic status and access
to opportunities through realization of knowledge and
skills;

Pedagogical and scientific staff 1) transmission of cultural values, traditions, and ethical

principles;

2) generation of new knowledge;

3) formation of professional competencies among future
specialists;

4) fostering intellectual curiosity, critical thinking, and
personal development;

5) introduction of scientific, technological, and cultural
advancements contributing to social progress.

Research fellows 1) formation of professional competencies, building essential
knowledge and skills.
Institution administrators 1) investmentin human capital;

2) process of training of future professionals;

3) creation of innovative educational environment oriented
towards students’ professional and personal development;

4) emphasis on accountability, assessment, and continuous
improvement of all the participants of educational process.

Employees of the departments 1) training of future professionals;
of education and science 2) engagement of the participants of educational process with
their local communities and address social challenges.
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Representatives of education- 1) condition for a lifelong learning process.
related non-profit
organizations
Education technology 1) integration and use of various technological tools, platforms,
providers and strategies to enhance teaching, learning, research, and
administration.
Representative of 1) preparing future professionals according to international
international organizations standards;
2) atool for building critical citizenship and social justice in a
country.
Potential employers of 1) human capital development;
graduates in the industry and 2) catalyst for entrepreneurship and innovation.
business

Source: based on the survey results.

Functions of higher education to ensure national security in the Ukrainian society in peace and war time

The survey shows that most participants (78,2%) believe that in peace time higher education
contributes to human capital development through academic programs, vocational training, and
professional education, oriented towards preparation of individuals for various industry sectors,
including defense, technology, healthcare, and critical infrastructure. The well-developed education
system is responsible for training professionals for diplomacy, defense, cybersecurity, public
governance. It facilitates research and innovations (65,4%), assists in formation of global competence
(44,8%), improvement of language and cultural competencies (45,1%). 23,7% of respondents admitted
that higher education is responsible for the building ethical values and a sense of responsibility among
students.

Some respondents admit that higher education is aimed at training of future professionals in
emergency management (21,1%), and fosters interdisciplinary collaboration to address complex issues
(28,3%). Importantly, one of the functions of higher education includes preparing of engaged citizens
through building public awareness and civic education (19,6%) that helps to maintaining a stable and
secure society. In addition, higher education is involved in health security since it enhances public
health, epidemiology, and biodefense (20,9%), and improvement of critical infrastructure, including
transportation, energy, and communication systems (21,3%). The findings show that while national
security is often associated with military defense, it means a number of broader aspects, including
economic stability, social stability, and training of a skilled and informed future professionals who will
be ready to work efficiently. Figure 2 shows the functions of higher education in the context of national
security in peace time.

[t is obvious that the role of higher education has become more vivid during wartime since all the
fields of society are oriented towards strengthening of military defense and maintenance of nation’s
stability and supporting its strategic and socio-economic objectives. The respondents were asked about
the functions of higher education to ensure national security in the Ukrainian society in war time and
the findings showed that a great number of individuals consider the institutions of higher education to
be the centers of training of skilled professionals for defense, including cybersecurity and information
warfare (78,5%). This represents the strong orientation of higher education towards its social purpose

- improving human resource processes.
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infrastructure improvement

health security

public awareness and civic education
interdisciplinary collaboration
emergency management

building ethical values

language and cultural competencies
global competence

research and innovation

““u[m

human capital development

o

10 20 30 40 50 60 70 80 90

Figure 2. The functions of higher education in the context of national security in peace time

Source: based on the survey results.

Other functions include research and innovation to produce the advancements in defense
technologies (84,6%), formulation of effective security policies through curricula (32,1%), preparing
professionals to respond to conflicts, natural disasters, and other emergencies (37,2%), understanding
of geopolitical dynamics for effective diplomacy (12,9%), human rights education (23,1%). These data
prove that higher education facilitates the community development and serves the advancement of
knowledge encompassing academic, personal, and societal dimensions. At the same time, the
institutions of higher education provide programs in history and cultural studies and, therefore,
contribute to historical and cultural understanding and shaping national identity among country’s
citizens. 29,5% of the survey participants supported this idea. Comparatively fewer respondents
(33,9%) stated that the institutions of higher education are involved in social and psychological support
services. It means that to carry out these specific functions demands involvement of specialized
expertise or additional load for the departments’ employees. Besides, 31,7% and 24,2% respondents
said that the functions of higher education include establishment of global collaboration and solidarity
and building of community engagement and fostering a sense of unity respectively. Figure 3 presents
the functions of higher education in the context of national security during war.
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Figure 3. The functions of higher education in the context of national security in war time

Source: based on the survey results.

Educational practices applied to implement securitization of higher education

Securitization of higher education refers integration between curriculum and national security
strategies during times of conflict or war (Markiewicz, 2023). Securitization views higher education as
a critical element in achieving military, political, economic, or strategic objectives during wartime
(Demirkol, 2022; Trubavina et al., 2023). According to findings the key aspects of the securitization of
higher education concern its strategic importance, modernization of military training (Crombe & Nagl,
2023), conducting research to enhance military capabilities and introduce innovations, development of
technological advancements relevant to defense and security (Chmyr & Bhinder, 2023). During war,
higher education curricula strictly correspond with military goals of a country and address national
defense initiatives (Nychkalo et al., 2022). Also, securitization of higher education refers to military-
university partnerships (Lutsenko et al.,, 2021), prioritizing research that have dual-use applications
(Meunier, 2019).

Securitization of higher education may be implemented through a number of educational
practices. According to the survey, it includes Science, Technology, Engineering, and Mathematics
(STEM) education, strategic talent development, research and development (R&D) priorities,
international collaboration, crisis response training, national security scholarships and funding,
simulation-based learning, Virtual Reality (VR) and Augmented Reality (AR), cybersecurity training
platforms, online learning platforms for military courses, remote training, such as webinars, video
conferencing, and virtual classrooms, Big Data analytics, e-learning, secure communication
technologies, drone technology training, machine learning and Al for defense applications. Table 4

shows the analysis of educational practices and their advantages while implementing securitization in
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the educational institutions. According to the analysis of qualitative data, it is possible to come to the
conclusions that certain educational practices are more effective when implementing securitization of
higher education during wartime. They are the following: STEM education, strategic talent development,
R&D priorities, international collaboration, crisis response training, simulation-based learning, e-
learning, secure communication technologies, machine learning and Al for defense applications.

Table 4. The analysis of educational practices and their advantages while implementing securitization

Educational practice Advantages ‘ Participants
(%)
STEM education contribution to the development of advanced 24,1
weaponry, communication systems, cybersecurity
measures
development of innovation in military science, 14,5
engineering, and technology
formation of analytical and problem-solving skills 33,6
training of military engineers 27,8
Totally 100
Strategic talent = selection of talented students with expertise in 32,4
development critical areas who may be involved in national
defense, intelligence, diplomacy, and
counterterrorism
organization of specialized training 28,6
contribution to post-war reconstruction 15,7
new leadership development 23,2
Totally 100
R&D priorities development of military innovations 42,1
improvement of the existing equipment 33,4
development of countermeasures against emerging 9,8
threats
improvement of energy efficiency and sustainability 14,7
Totally 100
Crisis response training formation an ability to make rapid and effective 23,8
decisions under pressure
improvement of communication skills 21,4
enhancement of coordination and collaboration 40,0
increase of psychological resilience, preparing to 14,8
cope with the stress and challenges associated with
crisis situations
Totally 100
National security | support of education and research in the strategic 38,2
scholarships and funding fields
facilitation of innovations in defense technologies 31,5
retention of talented individuals in the strategic 12,3
fields
encouragement of cross-disciplinary collaboration 18,0
Totally 100
Simulation-based learning = formation of realistic training environment 23,4
risk-free training 22,8
team collaboration 15,5
cost-effective training 27,6
formation of readiness to hybrid threats 10,7
Totally 100
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VR and AR formation of realistic training environment
dynamic scenario customization 34,5
implementation of remote training and 11,1
collaboration
risk-free training 24,2
Totally 100
Cybersecurity training | network security training 41,2
platforms formation of information literacy 23,1
adaptation to emerging threats 22,1
engagement of collaborative exercises 13,6
Totally 100
Online learning platforms cost-effective training 24,7
using of adaptive learning technologies 31,8
continuous professional development 17,6
using multimedia content 25,9
Totally 100
Remote training flexibility for students 30,9
possibility to study in the challenging environment 27,6
continuous assessment and feedback 14,5
integration with Learning Management Systems 27,0
(LMS)
Totally 100
Big Data analytics introduction of predictive analysis 44,7
possibility for real-time mission planning 14,9
enhancement of adaptability of educational 12,7
environment
organization of post-exercises analysis 27,7
Totally 100
E-learning providing continuity of education for future 16,2
professionals
safety and security during war 20,3
introduction of real-time communication 18,1
using diverse learning resources 27,3
support of remote assessment 10,6
development of digital skills 7,5
Totally 100
Secure communication = exchange of necessary information 19,9
technologies protection of sensitive information 23,7
organization of virtual meetings 13,6
storage and sharing of educational resources 42,8
Totally 100
Drone technology training | mission-specific training 39,8
formation of adaptive training environment 23,4
implementation of innovative military applications 26,5
formation of readiness to innovations 10,3
Totally 100
Machine Learning and Al formation of personalized training 30,2
virtual tutoring 29,0
predictive analytics 17,6
continuous adaptation to student needs 13,1
efficient of allocation of resources 9,1
Totally 100

Source: based on the survey results.
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Itis important to emphasize that the implementation of securitization of higher education
during war raises the ethical considerations, including issues related to privacy, surveillance,
and the responsible use of advanced technologies. Particularly, it refers to institutions of higher
military education that train future military professionals.

Discussion

The study devoted to the role of higher education for ensuring national security in Ukraine
is especially relevant when the full-scale war has started and created a number of challenges
that impede the harmonious development of education system and suspend many positive
processes oriented towards modernization and digital transformations. The results
demonstrated that higher education in Ukraine is facing numerous challenges during war,
impacting both access to and the quality of education. Thus, it was found that the challenges
refer to damaged educational infrastructure, loss of human resources due to displacement or
migration (Bondarenko, 2022) and lacking of educational opportunities since many children
and young people are forced to leave school to support their families or due to safety concerns
(Galynska & Bilous, 2022). Moreover, the experience of war has a profound impact on the
mental health of students and teachers, affecting their ability to learn and teach effectively
(Seleznova et al,, 2023), and it is very important to mention that there are no known long-term
side effects of war on the system of higher education and the level of training of students in
particular. In the conditions of war, students have limited access to the educational process,
suffer from post-traumatic syndrome, experience a decrease in motivation and cognitive
processes. Young people may be in dangerous conditions or in a forced evacuation, where
learning is quite difficult. Obviously, educators frequently raise the question of educational
losses that means loss of knowledge and skills, academic regression due to certain
interruptions in the education of a particular student (Galynska & Bilous, 2022; Iliichuk, 2023).

That is why the restoration of the educational process in the institutions of higher
education offline or in a hybrid mode is extremely important because learning is a process that
gives students some support, a sense of stability and security. At the same time, preserving
higher education in the country is a guarantee of its sustainable development. Therefore, today,
despite the difficult conditions, it is important to support and try to improve the quality of
education. In this context the concept of “securitization of higher education” emerges. The
results show that securitization of higher education is closely connected with enhancement of
national security of a country since it refers to integration between curriculum and national
security strategies during times of conflict or war.

With the experience of securitization within the institutions of higher education it was
proved that its key aspects involve strategic importance, military training modernization,
conducting research to enhance military capabilities and introduce innovations, development
of technological advancements relevant to defense and security. Additionally, securitization of
higher education may be recognized through military-university partnerships, prioritizing
research that have dual-use application. The findings devoted to the study of securitization of
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education focus on its advantages (Ubaydullaeva, 2023). Thus, being an integration between
curriculum and national security strategies, securitization is oriented towards protection of
students and academic staff, preservation of learning continuity, protection of research
property, facilitation of crisis response training, supports international collaboration, and
prevention from unlawful activities (Budnyk et al.,, Markiewicz, 2023; Sherman et al., 2022).
Therefore, considering the above-mentioned advantages, it was found that the enhancement of
national security occurs by means of securitization in the Ukrainian institutions of higher
education.

The survey demonstrated that securitization of higher education may be implemented
through a number of educational practices: STEM education, strategic talent development, R&D
priorities, international collaboration, crisis response training, national security scholarships
and funding, simulation-based learning, VR and AR, cybersecurity training platforms, online
learning platforms for military courses, remote training, such as webinars, video conferencing,
and virtual classrooms, Big Data analytics, e-learning, secure communication technologies,
drone technology training, machine learning and Al for defense applications. Implementation
of securitization of higher education during war raises the ethical considerations, including
issues related to privacy, surveillance, and the responsible use of advanced technologies.

STEM education. According to Mohammed Isa (2022) STEM education is aimed at
producing scientifically literate citizens and potentially scientific and technical human
resources. Garcia (2023) states that STEM education fosters a culture of innovation that has
direct applications in national security. In addition, STEM expertise is significant in identifying
vulnerabilities in the society, implementing effective protective measures, and responding to
potential threats that could impact national security (Saw, 2020). These definitions lead to
reassessment of STEM education and show that it plays a significant part in enhancement of
national security when contributing to various aspects of defense, innovation, and
technological advancement. Recent findings show that STEM education equips individuals with
the skills to understand and respond to emerging threats (Jeskova et al., 2022). This resulted in
conclusion that the above-mentioned qualities of STEM education, its adaptability in particular,
are essential for national security preparedness. The respondents confirm that STEM education
as an education practice enable to form cognitive intelligence among students, develop their
creative skills and, therefore, increase their competitiveness. Regarding the survey results, it is
possible to reveal that STEM education provides building professional competencies among
students which are necessary for country’s stability and national security enhancement such as
critical thinking, motivation to acquire engineering skills, digital literacy, engineering and
technical expertise, readiness to innovations. Analyzing the advantages of STEM education and
its contribution to national security, it was found that acquiring STEM competencies future
professionals are equipped with deep knowledge on technical possibilities and become able to
promote technical advancement in the country.

Strategic talent development helps to form critical skills, expertise, and leadership
capabilities among future professionals required for national security (Jarvi & Khoreva, 2020).
This includes technical skills in areas such as cybersecurity, intelligence analysis, and
engineering, as well as strategic thinking, adaptability, and effective communication. Also,
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strategic talent development facilitates building of a diverse and inclusive environment
oriented towards reflecting the complexity of the challenges faced by the nation (Haziazi,
2021). Obviously, developing strong leadership capabilities is a condition for effective national
security management. Strategic talent development focuses on identifying individuals with
strong leadership skills and ensures their continuing learning. RoZman et al. (2023) confirm
that the development of technology enables economic growth but, at the same time, it causes
an unfavorable impact on the labor market. It means that strategic talent development is
oriented towards rapidly changing demands of the jobs and forms a set of essential knowledge
and competencies related to new technologies and processes of Industry 4.0 (Whysall et al,,
2019). The survey participants considered that strategic talent is developed through leadership
involvement and support the goals of educational process. The confirm that focusing on
students’ high potentials and implementation of structured on-the-job assignments lead to
developing leadership competencies significantly and, therefore, the enhancement of
organization efficiency. Importantly, it was found that the curriculum must be oriented towards
the future activities when skilled professionals are able to manage personnel, inspire the teams,
and achieve organizational objectives using creative approaches. These results need to be read
within the context of theoretical framework of the research problem. Consequently, the
findings reveal that national security enhancement requires leadership who are aware of
planning, decision making, effective communication, development of subordinates, positive
interpersonal relations, emotional intelligence, and change management. Strategic talent
development as the educational practice is linked to a systematic approach to identifying,
cultivating, and maximizing the potential of future professionals with exceptional abilities or
talents.

R&D priorities refer to the specific areas or topics that educational institutions identify as
having strategic importance for national security. In the Ukrainian context R&D priorities, first
of all, include cybersecurity (Eichensehr, 2022), advancements in military technology and
weaponry systems, unmanned aerial vehicles (UAV) in particular (Kunertova, 2023) since these
dimensions reflecting the evolving nature of modern security challenges. Regarding the
emerging threats within the country R&D priorities must include surveillance and intelligence
for national security purposes (Burke, 2022), technologies and tactics to prevent and respond
to terrorist activities (Knyzhenko et al, 2020), border security and integrated border
management (Loschi & Russo, 2021). Other important domains refer to information warfare
and strategic communication (Burke, 2022; Karpchuk, 2022), autonomous systems and Al-
based technologies (Chmyr & Bhinder, 2023) because they offer a range of capabilities
enhancing operational efficiency, decision-making, and strategic advantage of the military. The
survey confirmed the important role of at human performance improvement to optimize the
capabilities of military personnel during combat operations. Since military training is aimed to
prepare individuals for the unique demands and challenges of military service (Bhinder, 2019;
Polovnikov et al.,, 2020), R&D priorities focus on skill development, leadership formation,
building of tactical and strategic thinking, adaptability improvement, and fostering of team
cohesion. In addition, special attention is drawn towards ethical and legal implications of
martial law during the full-scale Russian aggression (Espindola, 2023). The respondents
emphasized that R&D priorities within the educational process contribute to formation of
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cognitive knowledge and professional skills. They increase knowledge integration, encourage
international collaboration, and enhance motivation to future professional activities
significantly. The introduction of effective R&D approaches results in presenting applicable
projects that can be used in the military sphere particularly. In higher education R&D may be
implemented through project-based learning or case study when future professionals are
engaged in problem-solving and knowledge construction in authentic professional context to
develop real-world products independently.

Crisis response training for the enhancement of national security in the institutions of
higher education involves preparing future professionals to effectively respond to and manage
crises, emergencies, and security threats (Opatska et al., 2024). This type of training facilitates
the development of skilled individuals capable of contributing to safety and security of a nation.
Crisis response training requires adoption of multidisciplinary approach, involving various
fields such as emergency management, law enforcement, healthcare, psychology, and
communication (Willis et al., 2023). Also, the training should incorporate the use of technology
for crisis communication, data analysis, and incident monitoring (Che at al., 2022). This
includes training on emergency notification systems, social media monitoring, and the use of
specialized software for crisis management. During war crisis response training has a number
of advantages concerning the increase of effectiveness of military and civilian personnel
(decision-making, coordination and communication, risk management, leadership
development, formation of adaptability) (Opatska et al., 2024; Willis et al., 2023). Introducing
crisis response training within educational institutions, future professionals will be able to
enhance community resilience to respond to a wide range of emergencies.

The respondents insisted that the institutions of higher education promoting students’
learning, exploration, and self-development must prepare future professionals to respond a
crisis and manage it effectively. The results obtained during the survey revealed that crisis
response training includes behaviour during rocket shelling, air raid, mass violence event, or
terrorist attack. Additionally, the findings testify that the curriculum must be aimed at
promotion optimal students’ development post-trauma because wrong actions of educators or
administrators may lead to long-term consequences to achieve the highest efficiency. The
participants of educational process admit that crisis response training is organized in two
schemes: individually or in groups. Individual technique is focused upon development of
response skills individually and suggests working with a student solely. Group technique
concerns the involvement of group activities and oriented towards the use of case studies. The
research proved that addressing individual or group trauma as well as identification of
institution-based interventions is important during the war and it may provide sustainable
education environment. Overall, crisis response training is to enhance preparedness,
coordination, and resilience in the face of unexpected and challenging situations that is very
important in the context of Ukraine.

Innovative teaching technologies. The implementation of innovative teaching technologies
in higher education plays an important role in enhancing national security since they contribute
to efficiency of educational process resulted in preparing skilled professionals able to address
emerging challenges. The findings show that simulation-based learning (Maistrenko et al.,
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2020), e-learning (Galynska & Bilous, 2022), machine learning and Al-based tools (Chmyr &
Bhinder, 2023) have a special place in current higher education and demonstrate the amazing
results in formation of professional competencies. The respondents indicated that innovative
teaching technologies enable the development of specialized programs addressing the growing
threats in the modern world. The findings prove the positive effect of innovative technologies
oriented towards adaptability potentials of higher education. Further it suggests that its
innovative teaching environment remains adaptable to changing threat landscapes. According
to the survey, virtual simulations and scenario-based training as well as Al-based tools provide
students with realistic experiences related to national security challenges and contribute to
formation of global competence, critical thinking and decision-making. Innovative teaching
technologies support e-learning and allow future professionals to access educational resources
freely and support continuous professional development. Thus, it was presented that
innovative teaching technologies improve the process of professional training and prepare
adaptable workforce, ultimately enhancing a nation’s capacity to address contemporary
national security challenges effectively.

At the same time, it is worth mentioning that while security concerns in higher education
are valid, critics argue that securitization can have negative consequences (Murphy, 2020).
Firstly, securitization tends to prioritize physical security, such as protection from violence and
attacks, over broader educational goals. In some cases, securitization can lead to an increased
military presence in the institutions of higher education, which can disrupt the educational
process and undermine the role of education in promoting peace and tolerance (Ubaydullaeva,
2023). The findings show that excessive securitization can have negative consequences, such
as suppression of academic discourse and possible militarization of curriculum (Abdelaziz,
2023). Itis logical that while securitization of higher education can be important phenomenon,
it is also essential to maintain some balance between security measures and preserving the
openness and academic freedom that are fundamental to higher education.

Conclusions
The following conclusions are drawn after analyzing the research results:

1) Education was defined as a priority social phenomenon that provides the socio-
economic, technological, cultural enhancement of community. In the context of national
security, education system cultivates skilled and knowledgeable professionals who are able to
face modern world challenges. During the research it was proved that higher education is
responsible for the development of skills, knowledge, abilities, and universal values that
individuals bring to the economic and productive activities within the society.

2) The findings showed that strong education system is linked to economic stability and
prosperity, and resulted in enhancement of a nation’s ability to invest in defense and
infrastructure. Higher education serves both immediate and long-term purposes during times
of war. The established system ensures the continuity of education, provides psychological and
social support for individuals affected by the war, creates a sense of normality and social
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interaction for pedagogical staff and students. In addition, education is a powerful tool for
promoting peace and tolerance, and the curricula oriented towards conflict resolution, human
rights, and cross-cultural communication contribute to building a peaceful post-war society.

3) The research showed that securitization of higher education is closely connected with
enhancement of national security of a country. According to the findings, securitization refers
to integration between curriculum and national security strategies during times of conflict or
war. It was found that the key aspects of the securitization of higher education concern its
strategic importance, modernization of military training, conducting research to enhance
military capabilities and introduce innovations, development of technological advancements
relevant to defense and security. Securitization of higher education may be implemented
through a number of educational practices, including STEM education, strategic talent
development, R&D, international collaboration, crisis response training, national security
scholarships, simulation-based learning, VR and AR, cybersecurity training, online learning,
remote training, Big Data, e-learning, secure communication, drone technology training,
machine learning and artificial intelligence.

The research can be implemented within the institutions of higher education to increase
the efficiency of educational process and to enhance national security in a country. Also, the
considerations developed during the survey can be applicable for modernization of higher
military education in Ukraine in order to prepare skilled military professionals and, therefore,
strengthen the defensive potentials of a nation.

The research described the approaches to understanding the concept of higher education
in the context of national security. It concerns human capital growth, building new knowledge,
introduction of innovative technologies and solutions facilitating economic growth and
competitiveness. Higher education is considered to be a tool for ensuring national security in a
country since it contributes to professional and personal development, formation of
professional competencies, and implementation of innovations. At the same time, the survey,
describing a number of functions of higher education in ensuring national security, does not
reveal the challenges the system of higher education facing at the current stage of development.
The detailed analysis of difficulties that are encountered by the participants of educational
process may improve the quality of higher education during wartime and modernize the system
of training of future professionals within the institutions of higher education.

It was argued that category of securitization of higher education is closely connected with
enhancement of national security of a country, particularly during the war. The concept was
defined as integration between curriculum and national security strategies during times of
conflict or war and outlined its key aspects oriented towards its strategic importance,
modernization of military training, conducting research, development of technological
advancements. Securitization of higher education may be implemented through a number of
educational practices such as STEM education, strategic talent development, R&D priorities,
international collaboration, crisis response training, national security scholarships and
funding, simulation-based learning, VR and AR, cybersecurity training, online learning, remote
training, Big Data analytics, e-learning, secure communication technologies, drone technology
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training, machine learning and Al for defense applications. But further research must consider
the ethical considerations of securitization and study the issues related to privacy, surveillance,
effective application of advanced technologies within the educational process.
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